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OUTLINE
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Block cipher modes of operations




SYMMETRIC ENCRYPTION(SINGLE

KEY ENCRYPTION)

or conventional / private-key / single-key

sender and recipient share a common key

all classical encryption algorithms are private-key

was only type prior to invention of public-key in 1970’s

and by far most widely used



SOME BASIC

TERMINOLOGY

plaintext - original message

ciphertext - coded message

cipher - algorithm for transforming plaintext to ciphertext
*key - info used 1n cipher known only to sender/receiver
sencipher (encrypt) - converting plaintext to ciphertext
*decipher (decrypt) - recovering ciphertext from plaintext
cryptography - study of encryption principles/methods
cryptanalysis (codebreaking) - study of principles/ methods
of deciphering ciphertext without knowing key

cryptology - field of both cryptography and cryptanalysis
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1.

SYMMETRIC

ENCRYPTION

A symmetric encryption scheme has five ingredients

Plaintext: This 1s the original message or data that is fed into the algorithm
as input.

Encryption algorithm: The encryption algorithm performs various
substitutions and transformations on the plaintext.

Secret key: The secret key 1s also input to the algorithm. The exact
substitutions and transformations performed by the algorithm depend on the

key

Ciphertext: This is the scrambled message produced as output. It depends on
the plaintext and the secret key. For a given message, two different keys will
produce two different ciphertexts.

Decryption algorithm: This is essentially the encryption algorithm run in
reverse. It takes the ciphertext and the same secret key and produces the
original plaintext. 5



SYMMETRIC CIPHER
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REQUIREMENTS

* two requirements for secure use of symmetric encryption:
 a strong encryption algorithm
 a secret key known only to sender / receiver

« mathematically have:
Y=E(K, X)
X=DK, Y)

e assume encryption algorithm is known

« 1mplies a secure channel to distribute key



CRYPTOGRAPHY

 can characterize cryptographic system by 3 dimensions:

* type of encryption operations used
o Substitution X\
« Transposition (sl
o Product =S 5 W sl
* number of keys used
 single-key or private
» two-key or public
* way in which plaintext 1s processed
« Block Sshib (28 3,
« Stream ¢! 4l )



y «adS CRYPTANALYSIS

* objective to recover key not just message

» general approaches:
o cryptanalytic attack e, JSliad alea
* brute-force attack gals (s gaiua alas

o 1f either succeed all key use compromised



CRYPTANALYTIC

ATTACKS

» ciphertext only

® only know algorithm & ciphertext, is statistical, know or can
identify plaintext

» known plaintext
® know/suspect plaintext & ciphertext

» chosen plaintext
® select plaintext and obtain ciphertext

» chosen ciphertext
® select ciphertext and obtain plaintext

» chosen text
® sclect plaintext or ciphertext to en/decrypt

10
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ENCRYPTION SCHEME

* An encryption scheme: computationally secure 1f

* The cost of breaking the cipher exceeds the value of
information

« The time required to break the cipher exceeds the lifetime of
information

« very difficult to estimate the amount of effort required to cryptanalyze
ciphertext successfully

12



BRUTE FORCE SEARCH

 always possible to simply try every key
» most basic attack, proportional to key size

 assume cither know / recognise plaintext

13



BRUTE FORCE SEARCH
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FEISTEL CIPHER

STRUCTURE Jiwsd e, jliala

« Horst Feistel (‘horst farstil') devised the feistel cipher
* based on concept of invertible product cipher

 partitions input block into two halves (halfs)
 process through multiple rounds which
« perform a substitution on left data half
* based on round function of right half & subkey
* then have permutation swapping halves

« 1mplements Shannon’s S-P net concept

115



Round 1

Round 2

Round 15

Round 16

Input (plaintext)
[ LE, | RE;, |
>< i?‘—xl
LE;,  RE; |
K,
+
[ LE; = RE; |
®
@
°
LE; | RE;, |
Kis
!
LE;s = RE;s |
K

:
|

LE;g = REgq

|

LE;; | REj

—

Output (ciphertext)

Round 16

Round 15

Round 2

Round 1

Qutput (plaintext)

I RD 7= LE, § LDj7= REQJ

[

[ LDig=REq RD;=LE; |

[LDy=RE; RDy=LE |
Input (ciphertext)

FEISTEL
CIPHER
STRUCTURE
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FEISTEL CIPHER DESIGN ELEMENTS

* block size: 128 bits increasing size improves security, but slows
cipher

» key size: 128 bits

« number of rounds: 16

» subkey generation algorithm
« round function

o fast software en/decryption

 ease of analysis

17



FEISTEL CIPHER DESIGN ELEMENTS

« The exact realization of a Feistel network depends on the choice of the following
parameters and design features:

* Dblock size - increasing size improves security, but slows cipher

» Kkey size - increasing size improves security, makes exhaustive key searching
harder, but may slow cipher

* number of rounds - increasing number improves security, but slows cipher

« subkey generation algorithm - greater complexity can make analysis harder, but
slows cipher

round function - greater complexity can make analysis harder, but slows cipher

fast software en/decryption - more recent concern for practical use
18

ease of analvsis - for easier validation & testina of strenath



SYMMETRIC BLOCK CIPHER
ALGORITHMS

 DES (Data Encryption Standard)
« 3DES (Triple DES)
 AES (Advanced Encryption Standard)

e,



DATA ENCRYPTION

STANDARD (DES)

most widely used block cipher in world

adopted 1n 1977 by NBS (now NIST)
« as FIPS PUB 46

encrypts 64-bit data using 56-bit key
* has widespread use

has considerable controversy over its security

20



DES HISTORY

IBM developed Lucifer cipher
* by team led by Feistel in late 60’s
« used 64-bit data blocks with 128-bit key

then redeveloped as a commercial cipher with input from NSA
and others

in 1973 NBS 1ssued request for proposals for a national cipher
standard

IBM submitted their revised Lucifer which was eventually
accepted as the DES

21



DES DESIGN CONTROVERSY

PR

« DES standard 1s public had considerable controversy over
design

* 1n choice of 56-bit key (vs Lucifer 128-bit)
« and because design criteria were classified

» subsequent events and public analysis show in fact design
was appropriate

 DES 1s widely used

* especially in financial applications
» still standardised for legacy application

22



TIME TO BREAK A DES CODE (ASSUMING

106 DECRYPTIONS/S)

1044 p=

104 5 f i /
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32 X A

1r's to break
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Y
—
—
=
—
=
----\-- REPERENS. pRppipny Rpepepas

104 . .
5056 100 128 150 168 200

Key length (bits)
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« With new supercomputers DES with 56bits key can be easily
cracked.

Fable 2.2 Average Time Required for Exhaustive Key Search

Time Required
Number of Time Required at 10° at 10"

Key Size (bits) Cipher Alternative Keys Decryptions/s Decryptions/s
56 DES 26 = 72 x 10'® | 2%¥ns = 1.125 years I hour

128 AES 218 = 34 X 108 | 2% ns = 5.3 X 10 years 5.3 % 10" years

168 Triple DES | 2188 = 37 x 10°° | 2! ns = 5.8 X 10® years 5.8 X 10% years

192 AES 2% =~ 63 x 10°7 | 2" ns = 9.8 x 10* years 9.8 X 10° years

256 AES 226 = 12 x 10”7 | 2%°ns = 1.8 x 10% years 1.8 X 10°° years

24




MULTIPLE ENCRYPTION

& DES

» areplacement for DES was needed
* theoretical attacks that can break it
* demonstrated exhaustive key search attacks

« AES 1s a new cipher alternative

* prior to this alternative was to use multiple encryption with DES
implementations

* Triple-DES 1s the chosen form

25



DOUBLE-DES?

» could use 2 DES encrypts on each block
© C = Eg, (Egp (P))

* 1ssue of reduction to single stage

* and have “meet-in-the-middle” attack
« works whenever use a cipher twice
- E(PK1)-> X->E(X, K2)->C
° since X = E., (P) = Dy, (C)
* attack by encrypting P with all keys and store
* then decrypt C with keys and match X value
« Takes 2.2°°
* takes O (2°°) steps

26



MEET IN THE MIDDLE

* Known plaintext attack

Uging ~ Deudle -DE2 -+ s maall
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Ploaintyt "’(MQ"]——#X'—b M{x& (a'f"“”’z"

T T

. fr‘_\,,, = —ry |

- —> &

W = D&t"“ttd\
ook o AN




TRIPLE-DES WITH TWO-

KEYS

* hence must use 3 encryptions
« would seem to need 3 distinct keys (3 times slower)

* but can use 2 keys with E-D-E sequence
* C = Egq (Dgy (Egq (P)))
* nb encrypt & decrypt equivalent in security
« 1f K1=K2 then can work with single DES

standardized in ANSI X9.17 & ISO8732

* no current known practical attacks

* several proposed impractical attacks might become basis of
future attacks

28



TRIPLE-DES WITH THREE-

KEYS

 although no practical attacks on two-key Triple-DES have some
concerns

« Two-key: key length = 56*2 = 112 bits
* Three-key: key length = 56*3 = 168 bits

» can use Triple-DES with Three-Keys to avoid even these
* C = Eg;3(Dg, (Egy (P)))

* has been adopted by some Internet applications, eg PGP,
S/MIME

29



TRIPLE DES

K, K> K3

5 e » e S

(a) Encryption

K3 K> K,

CP

(b) Decryption
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ORIGINS

o clearly a replacement for DES was needed
* have theoretical attacks that can break it
* have demonstrated exhaustive key search attacks

 can use Triple-DES — but slow, has small blocks

o US NIST issued call for ciphers in 1997

15 candidates accepted 1n Jun 98

» 5 were shortlisted 1n Aug-99

* RijnDael was selected as the AES 1n Oct-2000 oeveLorep BY or. Joan

Daemen and Dr.Vincent Rijmen

» issued as FIPS PUB 197 standard in Nov-2001

31



THE AES CIPHER -

RIJNDAEL

» designed by Ryymen-Daemen 1n Belgium

* has 128/192/256 bit keys, 128 bit data

 an iterative rather than feistel cipher
« processes data as block of 4 columns of 4 bytes
 operates on entire data block 1n every round

 designed to be:
* resistant against known attacks
* speed and code compactness on many CPUs
* design simplicity

32



THE AES CIPHER -
RIJNDAEL

 Text 1s converted to Asciit HEX

* Then split to 128bit blocks, which 1s 4 columns and 4 rows

Character encoding

—

, —
(49 20 68 61
65 20 74 68
61 64 20 74
. 73 74 20 oF

33




THE AES CIPHER -
RIJNDAEL

« Text 1s converted to Asciit HEX

e Then split to 128bit blocks, which 1s 4 columns and 4 rows

bytebyte/bytelbyte
00O | O4y | 08 | 12
bytel/byte byteibyte}
| 0L | 05 | 09 | 13
bytelbytelbyte|byte
02 | 0Ok 10 LY
bytelbyte bytebyte
03 07 L1 15




THE AES CIPHER -
RIJNDAEL

Plaintext (16 bytes)
(16 bytes) Expand key
l i 90 2 0
Add round key |« w0, 3] ol igh bl lacal (b gyl o6
* oolazw! Bgiuo 00.US-boX a5 Jgo SO
. WS ol 1) Seb ol 4 <ol Bos S
Substitute bytes Wi 00l i Lo lanst g las s U5 @
v oloxl iy, 43 iy, <8 ool bl S,
= Shift rows e
= . o o
g Tonoes Lo R R Se (521598 3R G Jwb gl o5
=) - L. . c
= Mix columns el o R G’b'tib
| BB i3S G led sl pled
. 5 SLXOR 5, aulS 5 o gl »
Add round key  |4— wl4, 7| —— Aol 31 o L], ad Sely sl
; Ll XOR wisly o s
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For example, for input 53(hex), the output is determined by the intersection of the row witt
index ‘5" and the column with index ‘3’. This results in the output havingvalue ed(hex)

Y
0 1 2 3 4 5 6 7 8 9 a b c d e £

63 Te | 77 Tb | £2 6b 6f | ¢b 30| 01 677 2b | fe | A7 | ab 76
ca| 82| c9| 7d| fa | 59| 47 | £fO0 | ad | d4 | a2 | af | 9c | a4 | 72 | <0
b7 | £fd| 93 | 26 | 36 | 3f | £f7 | cc | 34| a5 | e5 | £1 | 71 | dB8 | 31 | 15
04 | c7| 23| c3| 18| 96| 05| 9a | 07| 12 | 80| e2 | eb | 27 | b2 | 75
09 83| 2c| la| 1b| 6e | 5a| a0 | 52 | 3b| d6 | b3 | 29 | e3 | 2f | 84
53|/ d1| 00| ed| 20| fc | b1 | 5b| 6a | cb | be | 39| 4a | 4c | 58 | cf
d0 | ef | aa| fb | 43 | 4d | 33 | 85| 45| £f9 | 02| 7£f | 50 | 3c | 9f | a8
51| a3 | 40 | 8f | 92 | 9d| 38| f5 | bc | b6 | da | 21 | 10 | ££f | £3 | d2

73

db

79

cd| Oc| 13| ec | 5f£ | 97| 44 | 17 | c4 | a7 | 7Te| 3d| 64 | 54| 19
60 | 81 | 4f | dc | 22| 2a| 90| BB | 46 | ee | bB | 14 | de | be | Ob
el | 32| 3a| 0a| 49| 06| 24 | Bc | c2 | d3 | ac | 62 | 91 | 95 | e4
el | c8| 37|, 6d| 8d| d5 | de | a9 | 6c | 56 | f4 | ea | 65 7a | ae | 08
ba| 78| 256 | 2e | 1c| a6 | b4 | c6 | eB | dd| 74 | 1f | 4b | bd | 8b | 8a
70| 3e | b5 | 66| 48 | 03 | fe | Oe | 61 | 35| 57 b9 | B6 | cl1 | 1d | Ye
el | £8 | 98| 11 | €69 | d9 | Be | 94 | 9b | le | 87 | e9 | ce | K5 | 28 | df
8c | al | 89| 0d| bf | e6 | 42 | 68 | 41 | 99| 2d | Of | bO | 54 | bb | 16

Rl | oo <do|vdlW N HEO

Figure 7. S-box: substitution values for the byte xy (in hexadecimal format).



SHIFT ROWS IN AES

S g5 yudS Jol Jlaw

S o Gl o Con 3 Lol SO S5 2 Oge s pgo Shaw sl 0
S g ol G S 0 Cobgd (i D90 @ pgw Hlaw slacul
o

WS oo I Sl G S 4 ol An 25 2 D jse 4 o)l Sl Sl

NoShift | g | B, | By | By, By, | By | Bg | By
Shift 1 o ,.
° B, | Bs | By | B3 e Bs | By |By3 | By
e Tt . —A—Rcp—k >
?hlftz BZ B(, BI" B“ Bl“ 8‘4 Bl B(,
‘{ A~
shift3 | p, = By By
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MIX COLUMNS

« Every Column 1s multiplied to a defined matrix

ILH—‘—‘MI

So.0 | $0.1 | So.2 | S03
S1.0 [ S0 | S1.2 [ $13
Sr0| $2.1 | S22 | 923
30| 83,1 | 532 | 933

= T ™ s
—

[hd =

LI e = =

P4
S0.0 | So.1 | So2 | So3
510 S'u 512 Srl,a
520 | 521 | S22 | S23
S30 | 3.4 | 532 | 833
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AES STRUCTURE

»data block of 4 columns of 4 bytes is state
»key 1s expanded to array of words

»has 9/11/13 rounds in which state undergoes:
® byte substitution (1 S-box used on every byte)
® shift rows (permute bytes between groups/columns)
® mix columns (subs using matrix multiply of groups)
® add round key (XOR state with key material)
® view as alternating XOR key & scramble data bytes

»1nitial XOR key material & incomplete last round

»with fast XOR & table lookup implementation
39



Round 1

Round 9

Round 10

Plaintext

I Add round key Id—

Key

Plaintext

T

—
— wI[0,3] —DI Add round key I

T

I Substitute bytes | |

r
Expand key |

| Inverse sub bytes I

| Shift rows |

I Mix columns |

—

| Addroundkey |&——0o

— o —

| Substitute bytes |

—

I Shift rows |

—

| Mix columns |

I Add round key |-1—

I Substitute bytes |

| —

—p

 —

—

—

| Shift rows |

—

—

T

| Inverse shift rows |

_________ e ——

| Inverse mix cols I

T

— w[4,7] ————»{ Addroundkey |

| Inverse sub bytes I

T

| Inverse shift rows I

—

L

| Inverse mix cols |

—|

— w[36,39] ————{ Addroundkey |

-

| Inverse sub bytes I

-

| Inverse shift rows |

T

I Add round key |<— wi[40,43] —bl Add round key I
T

!

Ciphertext

{a) Encryption

Ciphertext

(b) Decryption

Round 10

Round 9

;
=
=]

&
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Plaintext - 16 bytes (128 bits)
NN EN

Input state
(16 bytes)

Round () key
(16 bytes)

Key - M bytes

LTI

LITIIIT]

Key

{M bytes)

[ Initial transformation }

State after

Round 1 key
(16 bytes)

initial
transformation
(16 bytes)
Round 1
(4 transformations)
Round 1
output state
(16 bytes)
L]
L]
I
Round N -1

(4 transformations)

Round N -1 key
(16 bytes)

Round NV -1
output state
(16 hytes)

Round N
(3 transformations)

Round N key
(16 bytes)

Final state
(16 hytes)

(ENEEEEENENEEEEn
Cipehertext - 16 bytes (128 bits)

Key expansion

_— Key

: 0'““ Length

rounds (bytes)
10 16
12 24

14
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MixColumns

AES ROUND

o ‘éaﬁla“é\éa‘@‘e\@\ee‘e‘e‘é‘éa‘éa\é‘éa‘ea
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RANDOM NUMBERS

* many uses of random numbers 1n cryptography
* nonces 1n authentication protocols to prevent replay
* session keys
» public key generation
 keystream for a one-time pad

* 1n all cases 1ts critical that these values be
« statistically random, uniform distribution, independent
 unpredictability of future values from previous values

true random numbers provide this

care needed with generated random numbers
43



PSEUDORANDOM NUMBER

GENERATORS (PRNGS)

» The following criteria are used to validate that a sequence of
numbers 1s random.

» Uniform distribution: The distribution of bits in the sequence
should be uniform; that is, the frequency of occurrence of ones
and zeros should be approximately the same.

« Uniform distribution can be tested

- m Independence: No one subsequence in the sequence can be
inferred from the others.

» There are not test to prove independence

44



PSEUDORANDOM NUMBER

GENERATORS (PRNGS)

 often use deterministic algorithmic techniques to create “random
numbers”

* although are not truly random
* can pass many tests of “randomness”

« known as “pseudorandom numbers”

- created by “Pseudorandom Number Generators (PRINGs)”

45



DETERMINISTIC ALGORITHMIC FOR

RANDOM GENERATION

« TRNG
* Input: a source that is effectively random,; —_
(entropy source) from the physical environment of e
the computer l
 keystroke timing patterns, disk electrical activity, S
mouse movements, and 1mnstantaneous values of the to binary
system l
. Random
e OUtpUt bit stream

« Simple or processed conversion of an Analog source
to a binary output

46



RANDOM & PSEUDORANDOM NUMBER

GENERATORS

Source of Context-
true specific
randomness Seed Seed values
Conversion Deterministic Deterministic
to binary algorithm algorithm
Random Pseudorandom Pseudorandom
bit stream bit stream value
(a) TRNG (b) PRNG (¢) PRF

TRNG = true random number generator
PRNG = pseudorandom number generator
PRF = pseudorandom function 47



PRNG

PRNG takes as input a fixed value (seed),

« Qutput: a sequence of output bits using a deterministic
algorithm.

» there is some feedback path by which some of the results of
the algorithm are fed back as input as additional output bits are
produced.

 the output bit stream is determined solely by the input value or
values, an adversary who knows the algorithm and the seed
can reproduce the entire bit stream.

48



PRNG ALGORITHM
DESIGN

» Purpose-built algorithms
- E.g. RC4

» Algorithms based on existing cryptographic algorithms
*  Symmetric block ciphers
«  Asymmetric ciphers
» Hash functions and message authentication codes

49



BLOCK CIPHER AND

STREAM CIPHER

» A block cipher processes the input one block of elements at a time,
producing an output block for each input block.

» A stream cipher processes the input elements continuously,
producing output one element at a time as 1t goes along. Although
block ciphers are far more common

« For applications that require encryption/decryption of a stream of
data (such as over a data-communications channel or a
browser/Web link), a stream cipher might be the better
alternative.

» For applications that deal with blocks of data (such as file transfer,
e-mail, and database), block ciphers may be more appropriate.

50



ADVANTAGE AND DISADVANTAGE

» A potential advantage of a stream cipher 1s that stream ciphers
that do not use block ciphers as a building block are typically
faster and use far less code than do block ciphers.

* One advantage of a block cipher 1s that you can reuse keys.

« 1f two plaintexts are encrypted with the same key using a stream
cipher, then cryptanalysis 1s often quite simple [DAWS96].
« If the two ciphertext streams are XORed together, the result 1s the
XOR of the original plaintexts. If the plaintexts are text strings, credit

card numbers, or other byte streams with known properties, then
cryptanalysis may be successful

51



STREAM CIPHER
STRUCTURE

Key

Pseud dom byte Pseudorandom by
generator generator
(key m generator) (key stream g )
Pl Ciphertext Pl
by m + >l:)yte stream + %y m
M ENCRYPTION C DECRYPTION M

11001100 plaintext
@ 01101100 key stream
10100000 ciphertext 59




STREAM CIPHER

PROPERTIES

[KUMA97] Some design considerations for a stream cipher are:
 long period with no repetitions
* statistically random
» depends on large enough key, e.g. 128 bits
* large linear complexity

» Properly designed, can be as secure as a block cipher with same
size key

 but usually simpler & faster

53



Table 2.3 Speed Comparisons of Symmetric Ciphers on a Pentium 11

Cipher Key Length Speed (Mbps)
DES 56 9

3DES 168 3

RC2 Variable 09

RC4 Variable 45

o4



RC4

»a proprietary cipher owned by by Ron Rivest for RSA Security

>varia

vle key size, byte-oriented operation stream cipher

»widel

y used (web SSL/TLS, wireless WEP/WPA)

» Eight to sixteen machine operations are required per
output byte

»uses that permutation to scramble input info processed a
byte at a time

53



RC4

e RC4, a stream cipher created in 1987, was once used in SSL/TLS
protocols. However, severe vulnerabilities were found in RC4 in 2003 and
2013. These vulnerabilities led to RC4 being cracked in less than a minute.

e |ETF prohibited RC4 in TLS protocols in 2015.

e Several algorithms are used instead of RC4 :

* AES-CTR: Advanced Encryption Standard (AES) in Counter mode is a widely used
encryption algorithm. It’s a block cipher that’s used as a stream cipher.

* Salsa20/ChaCha: These are modern stream ciphers that are considered secure
and efficient. They are often used in protocols like TLS.

* AES-GCM: AES in Galois/Counter Mode is another variant of AES that’s used as
a stream cipher. It’s supported in TLS 1.2 and later versions.

* AES-128-256: This refers to AES with key sizes of 128 or 256 bits. It’s a common
choice for many security protocols.

56


https://www.encryptionconsulting.com/education-center/what-is-rc4/

RC4 KEY SCHEDULE

 Starts with an array S of numbers: 0..255
 use key to well and truly shuftle
S forms internal state of the cipher

/* Tnitialization */ S[0] = 0, S[1] = 1, ¢, S[255] = 255
for i = 0 to 255 do
S[1i] = 1;
T[1] = K[1 mod keylen];
/* Initial Permutation of S */
J =0
for 1 = 0 to 255 do
J = (] + S[i] + T[i]) (mod 256);
swap (S[1], SI[Jj]);

S



RC4 ENCRYPTION

» encryption continues shuffling array values
» sum of shuffled pair selects "stream key" value from permutation

« XOR SJt] with next byte of message to en/decrypt

/* Stream Generation */

i =73 =0;
for each message byte M;
i = (1 4+ 1) (mod 256);
J = (3 + S[1]) (mod 256);

swap (S[i], S[J]):
t = (S[i] + S[J]) (mod 256);
C, = M; XOR S[t];

1

58



RC4 OVERVIEW

0j1|12|3)|4

+—Hkeylen ——»

K L

(a) Imitial state of S and T

T “ee Tm—l see

i =j+S[il+ T[il

&

L

S see S[i]—T see S[j1 see

~
iy
v

Swa

(b) Initial permutation of 5

< J—.] + S[i] e

S 5[1] siil| <. [sm| -
= i %= l\‘ SWRE//J i
* t = S[i] + S[j] >
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RC4 SECURITY

» claimed secure against known attacks
® have some analyses, none practical

» since RC4 1s a stream cipher, must never reuse a key

» have a concern with WEP, but due to key handling rather than
RC4 itself
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MODES OF OPERATION

 block ciphers encrypt fixed size blocks
« eg. DES encrypts 64-bit blocks with 56-bit key

o NIST SP 800-38A defines 5 modes To apply a block cipher
in a variety of application

» The five modes are intended to cover virtually all of the
possible applications of encryption for which a block cipher
could be used

* These modes are intended for use with any symmetric
block cipher, including triple DES and AES.
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THE MOST IMPORTANT

MODES

» Electronic Codebook Mode (ECB)

* Cipher Block Chaining Mode (CBC)
* Cipher Feedback Mode (CFB)
e Counter Mode (CTR)
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ELECTRONIC CODEBOOK

BOOK (ECB)

» message is broken into independent blocks which are
encrypted

» each block 1s a value which 1s substituted, like a codebook,
hence name

 each block 1s encoded independently of the other blocks
C, = E.(P,)

1 1

 uses: secure transmission of single values
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. ELECTRONIC
CODEBOOK BOOK (ECB)

* Pros:
* Simplest mode
* |deal for short amount of data, e.x., secure transfer of AES

* Independent

e Fast,Parallelism due to independence of blocks
* Cons:

* Not secure for length messages. E.X., in the picture blow, if P1 and P3 is the
same C1 and C3, will be the same and attacker can understand from the pattern
that you are sending a something with pattern like html. Also in Encrypting
Images as the there are same pattern, the cipher could not be good enough.

P P. P,

Encrypt . Encrypt Encrypt



ECB VULNERABILITY




2.CIPHER BLOCK

CHAINING (CBC)

» message is broken into blocks

 linked together in encryption operation

 each previous cipher blocks 1s chained with current
plaintext block, hence name

 use Initial Vector (IV) to start process
C; = Ex(P;, XOR C;_;)
Co, = IV

» uses: bulk data encryption, authentication
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CIPHER FEEDBACK (CEB)

* message is treated as a stream of bits (converted to s
bits)

» result is feed back for next stage (hence name)

 standard allows any number of bit (1,8, 64 or 128 etc) to
be fed back

« denoted CFB-1, CFB-8, CFB-64, CFB-128 etc

» most efficient to use all bits 1n block (64 or 128)
C, = P, XOR E,.(C;_,)

1

C, = IV

 uses. stream data encryption, authentication
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3.CIPHER FEEDBACK (CFEB)

« In CFM.: we convert a block cipher to a stream cipher because:
* In stream cipher

« No need of padding: i.e., In block cipher If your plain 1s smaller than
block, you need to fill the rest of the block with zeros.

« Real-Time application: no need to wait for the rest of the data to be
received.

« Length of the Plaintext= Length of the Cipher Text
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ADVANTAGES AND

LIMITATIONS OF CFB

« Advantage:
« Real-Time application: no need to wait for the rest of the data to be received.
» Length of the Plaintext= Length of the Cipher Text
* No need of padding
* Encrypt Func is used both in Encipher and Decipher
* Length of PlainText = Length of CipherText

e Cons:

* Chance of wastage of Transmission Capacity: need to stall while doing
block encryption after every n-bits — in noisy link, any corrupted bit will
destroy values in the current and next segment.

* Not a typical Steam cipher but a Stream mode of operation. So we are not
going to generate a complete stream Cipher
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CFB APPLICATION

e when we use CFB are:

* Encrypting data that is transmitted over a noisy or unreliable
channel, such as a radio or a telephone line. CFB can detect and
correct errors in the ciphertext by using error-correcting codes or
checksums3

* Encrypting data that is variable in length, such as messages or
files. CFB can encrypt and decrypt data of any size, without needing
to pad or truncate the data to fit the block size>
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https://www.includehelp.com/cryptography/ciphertext-feedback-cfb.aspx
https://xilinx.github.io/Vitis_Libraries/security/2019.2/guide_L1/internals/cfb.html

4. COUNTER (CTR)

* a “new” mode, though proposed early on

« Applications:ATM (asynchronous transfer mode) network
security and IPSec (IP security)

* AES counter mode is used these days

« must have a different key & counter value for every plaintext block

(never reused)
0, = E. (i)

1

C, = P, XOR O,

1

 uses: high-speed network encryptions
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4. COUNTER (CTR)

Size of counter=Plaintext block size

Different counter value for each plaintext

Counter value 1s initialized

e Counter 1s ++ will be incremented
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ADVANTAGES AND

LIMITATIONS OF CTR

efficiency

 can do parallel encryptions in h/w or s/w
* can preprocess in advance of need
 good for bursty high speed links

* random access to encrypted data blocks

» provable security (good as other modes)

but must ensure never reuse key/counter values, otherwise could
break
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OUTPUT FEEDBACK

MODE (OFB)

Initialization Vector (1V)
[TTTTTTIT]

Y 7 Y . _ L]

| Block Cipher | | Block Cipher Block Cipher |
Key —=| Encryption Key —=| Encryption | |Key —= Encryption
Plaintext Plaintext : Plaintext _
LITTTTTIT]—=f [TTIITTT—=¢p [TITTITITTl—¢p
' ’ '
Ciphertext Ciphertext Ciphertext

Output Feedback (OFB) mode encryption
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